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(54) DATA PROTECTING DEVICE FOR STORAGE MEDIUM 
(57)Abstract 

PURPOSE: To prevent data on a detachable storage device even by 
an information processor, equipped with only the detachable storage 
medium, from being destroyed by a 3rd party by enabling the 
information processor to be actuated from a storage device only 
when registered discrimination numbers are compared and they 
match each other. 

CONSTITUTION: When the information processor is powered ON 
after the storage medium 1 is loaded, the information processor is 
actuated from a floppy disk drive 3 on condition that a floppy disk is 
loaded. When no floppy disk is loaded, the discrimination numbers 
registered in the information processor main body 1 and the storage 
medium 1 in the storage device 2 are read out and compared with 
each other. If plural discrimination numbers are registered in the 
information processor main body 1 in this case, the discrimination 
number read out of the storage medium 1 is compared with the 
discrimination numbers in order. When the same discrimination 
number as the discrimination number of this storage medium 1 is 
registered in the information processor, the comparison result 
indicates the matching, so the information processor is actuated 
from the storage device 2. 
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[0010] 

[Embodiment] Hereinafter reference will be made to the drawings to describe the 
present invention more specifically. Fig. 1 is a perspective view of an appearance of 
one embodiment of an information processing apparatus with the present invention 
applied thereto. In the shown embodiment the information processing apparatus 
includes a detachably attachable storage medium 1 such as a hard disk, a magneto 
optical disk or the like, a memory device 2 receiving storage medium 1, a floppy disc 
drive device 3 receiving a detachably attachable floppy disc, a display device 4, a 
keyboard 5, an ID card reader 6, and the like. The information processing apparatus as 
one example can include a personal computer, and in general, normally an individual 
exclusively possesses the information processing apparatus and the floppy disc, storage 
medium 1 and the like are also possessed by the individual. 
[001 1] If storage medium 1 (including the floppy disc) is detachably attachable, 
storage medium 1 may be used by a third party in another information processing 
apparatus, and at the time, by using an incompatible type of machine and an other 
erroneous operation, or intentionally, data stored in storage medium 1 may be destroyed. 
The present invention has been made to provide a means for preventing such data 
destruction. The present information processing apparatus can also be started by both 
floppy disc drive device 3 and memory device 2. In the present invention of a first 
embodiment if the present information processing apparatus is started by memory device 
2, attaching storage medium 1 to an information processing apparatus B other than an 
information processing apparatus A for which storage medium 1 is normally used cannot 
start information processing apparatus B. 

[0012] To do so, the present embodiment provides an identical identification number a 
previously registered for storage medium 1 and information processing apparatus A for 
which storage medium 1 is normally used. Note that if information processing 
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apparatus' A is not only used by a user a, who is associated with identification number a, 
but also shared by users b and c, then for information processing apparatus A 
identification numbers a, b and c are registered, and for storage media 1 owned by users 
a, b and c, respectively, identification numbers a, b and c are registered, respectively. 
Information processing apparatus A registers therein an extremely smaller amount of 
information than the aforementioned, conventional, relatively large system. As such, 
the information processing apparatus can sufficiently register the identification 
number(s) in its non volatile semiconductor memory. Normally, identification number 
information in the non volatile semiconductor memory is additionally registered within a 
predetermined range when it is necessary to register a user of the information processing 
apparatus,' and when a registered user no longer uses the information processing 
apparatus, the information is deleted. Furthermore an identification number is 
registered (or written) in storage medium 1 at a predetermined area in formatting 
storage medium 1 . An identification number is registered specifically with a technique 
known to those skilled in the art. 

[0013] In the present embodiment the information processing apparatus is started by 
memory device 2, as has been described above. In that case, the information 
processing apparatus is stared in a flow of operation, as will now be described 
hereinafter with reference to Fig. 2. After storage medium 1 is attached, the 
information processing apparatus is powered on (or if the information processing 
apparatus has been powered on, then for example a reset key is pressed). In response, 
a program incorporated in a ROM (not shown) or the like internal to the information 
processing apparatus is executed to access floppy disc drive device 3 and determine 
whether floppy disc drive device 3 has a floppy disc attached thereto (SI). If so, the 
information processing apparatus is started by the floppy disc drive device, as will be 
described later. Otherwise, an identification number registered in the main body of the 
information processing apparatus and that registered in a storage medium internal to 
memory device 2 are read and compared with each other (S2). In that case if the 
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information processing apparatus* main body has a plurality of identification numbers 
registered therein then the identification number read from the storage medium is 
compared with each of the plurality of identification numbers successively. If the 
information processing apparatus' main body has registered therein an identification 
number identical to that of storage medium 1, a match is obtained (S3) and the 
information processing apparatus is started by memory device 2 (S6). 
[0014] In contrast, if for example a third party uses storage medium 1 in an another 
information processing apparatus in which the identification number of storage medium 

1 is not registered, and the identification number is compared, as described above, it 
does not match (S3). In that case, user identification is effected (S4). In the above 
description, when storage medium 1 having its identification number unregistered is 
used, the identification number also does not match, and the information processing 
apparatus is not started. The user identification identifies whether a user is an owner of 
storage medium 1 attached. In other words, if storage medium 1 has its identification 
number unregistered in an information processing apparatus having storage medium 1 
attached thereto, and the user of storage medium 1 is the owner thereof, using storage 
medium 1 is permitted. More specifically, the user is urged to input an identification 
number and if the identification number matches that of storage medium 1 attached to 
memory device 2, then the user is regarded as the owner of storage medium 1 . Note 
that in the above, an identification number is input by attaching an ID card to ID card 
reader 6 or via keyboard 5. The main body of the information processing apparatus 
compares an input identification number with that read from storage medium 1 and if 
they match (S5), then the information processing apparatus is started by memory device 

2 (S6). Otherwise, a message indicating unavailability is output to display device 4 
(S7). 

[0017] Fig. 4 is a function block diagram of a data protection apparatus for the present 
storage medium that is implemented by hardware and software (or program) as 
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described above. In the present embodiment, as shown, the information processing 
apparatus has a main body 10 defined to exclude floppy disc drive device (or a first 
memory device) 3 and memory device (or a second memory device) 2. Alternatively, 
main body 10 may be defined to include the memory devices. Furthermore an 
embodiment without floppy disc drive device 3 as shown is also possible. To floppy 
disc drive device 3 a floppy disc 16 is detachably attached, and to memory device 2 a 
hard disk, a magneto optical disk, a floppy disc or a similar storage medium 1 is 
detachably attached. 

[0018] An identification number registration means 1 1 includes keyboard 5, ID card 
reader 6 or a similar identification number input means, and an identification number is 
previously written by means 1 1 in main body 10 at an identification number registration 
unit 15, such as non volatile memory, and in storage medium 1 at an identification 
number registration area 17. Furthermore if the owner of storage medium 1 uses 
storage medium 1 in an information processing apparatus in which the identification 
number of storage medium 1 is unregistered, the identification number is also input via 
the identification number input means included in means 1 1 . 
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